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Cleeng provides Authentication, Commerce and Security solutions for premium videos. It is a flexible 

and cost-efficient platform used by leading brands like HBO, Sky, NHRA and Final Fantasy. With Cleeng's 

comprehensive solutions & APIs, broadcasters can easily authenticate users across devices,  sell 

content using a variety of business models - Live PPV, SVOD, or lead capture - keep their premium 

videos safe, and deliver exceptional, multilingual service in one or multiple countries quickly.

Cleeng solves this by delivering turnkey and exceptional solutions quicklCleeng solves this by delivering turnkey and exceptional solutions quickly, deeply integrated with the 

leading OVPs including Brightcove, IBM Cloud Video, Verizon DMS etc. The company was founded in 

2011 by former Apple, Philips and NEC e-commerce and media experts. 
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Some estimates put the problem on the same financial scale as that of the illegal drug trade.

The problem is amplified because the proliferation of networks and devices makes content distributors 

vulnerable to myriad threats. Although protection continues to become more sophisticated, so too 

does the technical ability and business proficiency of pirates. The sheer volume of streaming 

approaches makes it difficult to close all potential points of attack.

TheThere is no single solution that will 100% secure any network, system or asset. Instead, all companies, 

from studios and broadcasters to their suppliers, are advised to consider the whole threat landscape, 

implement layers of security – and to be more honest about their weak points in dealing with each 

other.

ThisThis eBook will outline the threat and its scale; explain why premium live sports across the board are 

at most risk and illustrate how the prevalence of piracy varies regionally across the world. We discuss 

the acute problem in tackling the issue among the millennial age group and conclude that technical 

security mechanisms alone are insufficient to combat the problem.

The  industry needs to acknowledge that pirates are in competition with content owners and pay-TV 

operators. The ease, simplicity and low-cost nature of pirate OTT devices and services is fueling a wave 

of piracy bigger than we’ve ever seen before.

AsAs a result, security strategies within the pay TV industry must consider a broad range of vulnerabilities 

which also include refining legitimate services to render them more attractive to consumers than illegal 

rivals.

 

Piracy is a perennial problem for the media and entertainment 
industry but there has been a recent surge in demand which 
threatens to wreck the global market.

Introduction
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Piracy takes many forms, from key sharing of broadcast services to content sharing of live events 

and premium VOD titles over the net and theft of customer and business data.

The same digital and connected TV platforms that criminals target for illegal redistribution of content 

also act as attack surfaces for hackers looking to gain access to service providers’ networks and 

potentially steal customer information and other important data.

CyberCyber hacks of content for streaming on pirate sites (sometimes with subscription) or over legitimate 

online video platforms like YouTube or Facebook and apps like Periscope and Twitch are the single 

biggest source of content redistribution.  Once the video is displayed on legitimate services, it is still 

vulnerable to re-streaming through numerous methods, including camcorder capture and 

screen-scraping in which data is copied in real time and re-broadcast as a live stream.

ContentContent theft is also rife at household level where legitimate users actively share Internet Keys and 

Control Words with family members as well as friends. This account sharing activity is considered 

highest among younger households where 22% of 18 – 24 year olds who enjoy OTT services use a 

subscription which is paid by someone outside of their home, in a Parks Associates report. Other 

surveys peg the figure even higher, at closer to half of all subscribers sharing their account password 

with someone outside their home.

TheThere has also been an epidemic of illegal distribution by users of Kodi set top boxes. While Kodi itself 

is a neutral platform, its open-source nature means add-ons can be developed by third parties that 

make paid content illegally accessible.

Traditional access control works up to the point where the customer starts watching the content. Most 

pirates will pay for a subscription or will buy the pay per view. Illegal uploaders can turn a profitable 

business by selling ads around the site or in some cases selling a subscription service.

The threat is everywhere
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Operators are increasingly challenging content owners to take more action to protect the content 
they are licensing to them. Use of multiple tools to help identify the source of a leak are available 
to the content owners to ensure content remains protected. 

Production partners and distributors must also take security seriously, if only because of the high 

penalties they face if paid content ends up on the Internet free of charge as a result of their security 

gaps.

OrganizationsOrganizations like the DPP in the UK are helping raise awareness and believe security is now top of 

media organization agendas across the supply chain.

Going back a few years and security was considered an important but last in the chain addition to the 

content lifecycle. That approach is sufficient no longer.

Given that most consumers today have enough broadband bandwidth in their home to stream 
high-quality upstream (which wasn’t the case a decade ago), live streaming piracy is more of an 
issue than ever.

Pay TV is just one part of the ecosystem impacted: everyone with an interest in the content will suffer 

(broadcaster, production house, rights owner, OTT streaming service) but quantifying the impact is 

very challenging. Understandably, companies are reluctant to divulge incidents of data loss or admit 

the extent of online redistribution.

One illegal stream alone reached 986,000 users – translating to almost $100 million lost revenue for 
broadcaster Showtime.

HOW CONCERNED IS THE INDUSTRY?

QUANTIFYING THE LOSS

Taking just one recent high-profile example, the 

Floyd Mayweather fight against Conor McGregor 

last August is estimated to have been viewed by 

nearly three million people via 239 illegal 

streams, according to digital platform security 

company Irdeto. 

There are estimates that content theft in all 
forms runs into billions of dollars in lost 
revenue for the media industry per year.

Let’s assume that half of the viewers reported on social media sites—50 million—watched the full fight. 

It means that those 50 million could have been payers. Taking a conservative approach, out of those, 

2.5 million viewers were willing to pay-per-view, translating into a revenue loss of $250 million (at a 

price point of $99.99).
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With the advent of the European Union’s General Data Protection Regulation in 2018 those 

costs could be driven even higher, because sanctions can include a fine of up to EUR 10 

million or 2% of a company’s annual worldwide turnover of the preceding financial year, 

whichever is greater - far exceeding the current maximum of $658k.

Speaking about subscription services, account sharing seems to be hurting revenues most. A single 
end user sharing a Netflix password may costs the company $10 per month – whereas a single 

download and illegal posting of pre-released content could cost a studio millions in lost revenue. The 
latest estimates say that Netflix is losing around $391 million in revenue because of subscribers that 
share their passwords in the US. 

Source: Digital TV Research (covering 138 countries and counting revenues lost to TV episodes and movies – but not live sports or pay TV)

As a form of cybercrime however, online content redistribution piracy is the major threat to high value 

content. While an unauthorized script, tweet or leak of an episode of a popular show like Game of 

Thrones makes headlines, the industry is by some accounts hemorrhaging more revenue from illegal 

redistribution of premium live streams.

Illegal streaming sites were visited 77.7 billion times in 2016. The problem is endemic and rising. 
Media companies are targets for cybercriminals and it is not a matter of if but when your content and 

business will be attacked.

ItIt is also worse considering the frustration of the end user in trying to find the content they want. In 

part caused by the continuing fragmentation of premium rights onto various pay TV operator owned 

linear and online services, SVOD platforms and over social media,  searching for wanted content can 

take precious time. The cost of search and the ease of discovery is considered a major factor why 

users opt for aggregated premium services.

According to the Online TV Piracy Forecasts report, revenues lost to online piracy will nearly double 
between 2016 and 2022 to $51.6 billion.  

Piracy is a huge problem for the 

subscription video on demand 

business. Pirate torrents remain 

highly popular, with Pirate Bay 

having 234.5 million visits in 

February 2017 alone.

DID YOU KNOW THAT

According to the piracy tracking firm Tecxipio, illegal views of 

Mayweather vs McGregor did not end with the broadcast. The fight was 

illegally downloaded by some 445,000 internet users immediately 
after it had ended. After-fight revenue opportunities are far from 
meaningless to broadcasters.

EYE ON THE 
FUTURE
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Live premium sports at most risk

Contact us at:

The issue is particularly acute around the high value properties of live sports, more and more of 

which are pouring onto OTT platforms. Sports rights fees are astronomical. As an indication, the EPL 

collected E5.7 billion from Sky and BT Sport and another E3.4bn for the sale of overseas rights in its 

most recent deal. 

YYet a check on aggregator websites – which list URLs that link to the content being hosted – suggest 

that the audience of unauthorised streams is in the millions. Given the ease with which content can be 

re-streamed online and watched for free, rights holders need to protect revenue and ensure that this 

market remains viable for investment.

During the Mayweather-Pacquiao fight of May 2015, there were approximately 60 illegal streams on 
Periscope alone and only half were removed on request. 

Just to illustrate the magnitude of the piracy situation, it’s worth mentioning that even live sports have 

been affected, with baseball, football, mixed sporting events, and tennis the biggest content theft 

victims.

Source: Irdeto

25,2%

Baseball Football Mixed Sporting
 events

Tennis Motorsports

23,4% 13% 10,5% 8,9%

TOP TEN PIRATED LIVE SPORTS FROM AUGUST 2016
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In some countries (Israel is cited in The Guardian 

newspaper) “no-one bothers paying for dedicated 

sports packages when the alternatives are so free 

and easy,” just as huge amounts of people illegally 

download films and TV series rather than spend 

money on DVDs.

Such activity is most likely among the younger generation. Research by Sport Industry Group (SIG) finds 

that piracy has become normalised among this generation while take-up for traditional pay-TV services 

is far less than among older viewers.

Account sharing may be highest among younger households but is not confined to this age group. 

According to IBM company Clearleap, around 64% of current streaming service users between the 

age of 30 – 44 and 68.5% of users ages 45 – 59 have also shared their login with someone else.

It may not be what you want to hear but pirates will thrive almost in direct correlation to the gaps in 

service offered by content providers. Clamping down on security therefore also requires a strategic 

examination of the whole user experience so that users won’t want to go elsewhere. 

WhileWhile content theft is overwhelmingly focused on redistribution, consumption habits of pirated 

content are evolving. Globally, 26.9% of 18- to 24-year-olds prefer to watch pirated content on 

mobile devices; compared to just 13% of over 55s. In the MENA, Irdeto found that laptops, 

smartphones and tablets remain the favorite device for consuming pirated video content, for over a 

third of people.

Cost of services is another primary driver for users to visit pirate sites.

WithWith the prices of sports rights at an all time high, subscription prices are soaring, which means there’s 

more of a market for streaming piracy ever. 

The reason? This could well be down to steeper PPV fees in the region.

DID YOU KNOW?

Anatomy Media found 69% of millennials use 

at least one form of video piracy. 

DID YOU KNOW?

Around 42% of the illegal views of the Mayweather-McGregor fight were in the U.S, even though the country 

accounts for only 8% of the world’s internet population. 

FACTORS THAT COMPOUND PIRACY
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Learn more about our experience with managing one of the biggest PPV fights in history.

https://cleeng.com/blog/maywheather-mcgregor-ppv-fight-delivered#gs.VMJ0R8I


Locations of Pirate Streamers Locations of Pirate Viewers

Source: VFT Solutions

It doesn’t make it right, but a high value of subscription services is deterring consumers – and 

particularly millennials – from pay-TV when there is a multiplicity of easy to access and frankly decent 

quality pirate options available.

ManyMany pirate OTT services have a professional looking website and service, often offering support 

and money-back guarantees, with bundles to appeal to specific markets and sometimes even 

content that is not otherwise available in a region. The experience often fools consumers into 

believing the service is legitimate. Pay-TV operators face potential subscriber churn to cheaper illegal 

services as a result while rights holders risk loss of revenue as alternative sources dilute the value of 

their content.

TTo keep the growing pirate businesses at bay, content owners and operators need to understand 

the factors that go into consumer choice, including a full picture of piracy and strategies pirates use 

to grow into legitimate businesses.

Aside from the cost of a service, other factors that play a part in a consumer’s decision to adopt piracy 

as a viewing option include:

   Any devices your platform may not be optimized for;

WheWhere previously operators needed to ensure set-top boxes were hardened against tampering 

or piracy, consumers can now choose what type of device they use to interact with content and 

core business applications. This moves operators from having a single, controlled point of entry 

into the home to needing multiple ways to control access to content and personal information.

   The level of visual quality you offer your consumers compared to some of the web’s most   

    popular pirates;

TheThe quality of experience must be addressed. In recent research, CDN Limelight Networks 

highlighted that when a video stops and re-buffers during playback, 21.6 percent of people 

worldwide will stop watching. If it rebuffers twice, more than 61 percent will stop watching. 
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And if rebuffering occurs three times, you’ve basically lost your audience.

The results of this were clear during the Mayweather-McGregor fight when video buffering 

combined with a failure to meet process payment encouraged many potential viewers to opt for 

pirate viewing. Rights holder ShowTime Networks alleged failure to meet its advertised quality of 

service (HD 1080p stream) is also the subject of a class action.

   How much flexibility you offer concerning a multi-screen experience;

AmpeAmpere Analysis indicates that most viewing of illegal streams is among people with low income 

(and therefore can’t afford to view) and/or who live with others (so that their control of the TV is 

limited). To help counteract this, it advises operators to make multiplatform streams available so 

that they can reach consumers on different devices.

Android TV has emerged as a serious option for many operators as an alternative to proprietary 

middleware. Undeniably part of the attraction is the middleware’s support for both broadcast and 

OTT services and an open source that allows end-users to easily add OTT apps. Indeed, allowing 

subscribers to download apps from Google Play is the #1 driver for choosing Android TV 

according to analysts Ovum.

TheThe open nature of Android TV can expose operators to greater risk of piracy and cyberattack if 

strict security measures are not put in place. If these are effectively applied, an Android platform 

can be just as secure, if not more so, than a proprietary one. In addition, Google mandates that 

set-top manufacturers keep up with software releases. By constantly improving security and 

ensuring software updates are getting implemented, Google reduces the attack surface for 

Android.

However, the biggest risk stems from unmanaged (not operator owned) devices connected to the 

internet capable of receiving live streamed content from free apps and social media networks such 

as Periscope, Twitter, Facebook, Instagram.

WHICH TYPE OF DEVICES ARE THE PERFECT TARGET?
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REGIONAL DIFFERENCES

No corner of the world is immune. Indeed, the global nature of illegal redistribution is part of the 

security problem. Shutting down a server in Europe may be more straightforward than attempting 

to apply the law to pirate sites located in Russia or the Middle East.

Piracy is endemic in every culture. According to the Ponemon Institute, the country with the highest 

cost, both per record and per incident in 2016 was the U.S, whereas the countries with the lowest cost 

per record and per incident were Brazil and India.

AA recent survey by Irdeto indicates that more than half of respondents from across the world 

accessed pirated online video content, in APAC it is higher at 61%.  Arguably the world’s fastest 

growing TV market is the Middle East and North Africa. IDATE DigiWorld predicts that the region will 

grow 30% between 2016 and 2021, from $12.1 billion to $15.6bn driven by the rise of OTT video services. 

Another factor in the spread of video piracy is the virtual private network (VPN) which enables users to 

send and receive data across shared or public networks as if their computing devices were directly 

connected to the private network.

VPNsVPNs are used by internet users primarily to access better SVOD content, gain enhanced entry to social 

networks or news services and enjoy the ability to browse anonymously.

Some regions are more prone to using VPNs than others. According to data from the GlobalWebIndex, 

89,029 Internet users in 40 countries used VPNs in Q2 of 2017. Geographically, the APAC region has 

the highest density of VPN users, at 30% – and Europe, as well as North America, are the lowest with 

17%. Indonesia and India showed the highest usage among the countries analyzed, with 38% of internet 

users making use of a VPN.

SinceSince the main motivation for consumers using VPNs is to gain access to better content, VPN usage 

means huge lost revenues for the rights holder. 

Other factors that have an effect on streaming piracy and its dispersion include:

   The popularity of local athletes and organizations;

   The region’s general education about piracy;

   The adoption of OTT platforms and level of broadband development;

TheThe prevalence of OTT services in a region is shown to increase incidents of piracy, nonetheless, as little 

as 2 to 3 Mbps is sufficient to access hundreds of pirated pay TV channels and movies from almost 

everywhere in the world in HD or near HD quality.
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What can be done?

All is not lost. As cybercrime rises up CEO agendas, security is informing the business strategy and 

corporate culture of the most forward thinking organizations. 

As mentioned above, there is no single solution that will 100% secure any network, system or asset. 

A layered approach to security should be the overriding policy. Whether you’re a content owner or 

SVOD provider, the priority should be to bake security into your corporate culture, along with 

continual monitoring and testing to ensure systems are up to date. 

Cleeng understand the importance of technical and educative security when it comes to providing a 

top quality and viable OTT services, which is why we provide effective solutions for all of the above.

A MIX OF TECHNOLOGY AND EDUCATION TOOLS 

CLEENG SECURITY LAYERS OVERVIEW

OVP

OVP

Cleeng

User

DRM Player Browser

Video

Individual Stream Watermarking

Adobe 
Widevine

Player ID
Domain
Restriction

Browser ID
Realtime
Session

IP
Login

Credentials

Cleeng Tattoo
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Without a doubt, content providers need to invest ample time and money in developing effective 

anti-piracy technology, but they shouldn’t be constrained to these efforts alone. One way to reduce 

the prevalence would be to make content cheaper and easier for subscribers to access legally than 

for pirates to steal.

ForFor instance, Australian broadcaster Foxtel reviewed the service it offered to their customers and 

now provides a bundled broadband service to new subscribers, an initiative that’s indicative of an 

evolving business model which is designed to deliver content across multiple screens. In addition 

to this, the company have also invested more in marketing the Foxtel Play streaming service to 

attract a wider customer base and help nip piracy in the bud.

Paying closer attention to the UX reduces the cost-of-search for the viewer and the levels of piracy.

Providing great user experience and a high Quality of Service (QoS)1

The geo-restriction and lack of access to content in specific regions frustrates users and is more 

likely to lead them to circumnavigate legal services to reach the content they want. The broadcaster 

or rights owner response is to reach those new audiences and expand into more markets with 

direct-to-consumer OTT offers. Cleeng solves this by enabling brands to expand internationally 

rapidly with secure OTT implementations.

Breaking the chains of geo-blocked content2

Another big threat comes from VPNs. As we have seen, Virtual Private Networks are used primarily 

to access better SVOD content and enjoy the ability to browse anonymously.

Geographically, the Asia-Pacific region has the highest density of VPN users, at 30% – and Europe, as 

well as North America, are the lowest with 17%.

The protection from VPN piracy is usually done on the streaming level, by the the online video 

platform. On top of that, a Cleeng broadcaster can block an authentication and payment with 

Cleeng’s IP recognition system. 

MostMost OVPs support a mechanism that will not allow the stream to play from the server, except when 

a valid token is given to that server. After a valid entitlement given by the Cleeng platform you can 

generate such a token according to the instructions of the specific video platform or CDN.

Blocking VPN usage3
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The “old-school” illegal copying of video content remains a niggling issue for broadcasters. 

A necessary step is to secure the stream from ripping is with encryption (and/or conditional 

access systems (CAS) in set-top boxes) and add digital rights management (DRM) to authenticate 

usage. This is normally stipulated in the content agreement.

DRMDRM and CAS do a good job of ensuring that only legitimate viewers can access content through 

paid services, although as we have seen account sharing is rife. The addition of browsers as end 

points is a harder beast to secure, and requires more complex DRMs and integrations between 

applications, player DRMs and backend platforms.

Prevention of ripping original content4

Some pirates have become adept at removing broadcaster logos from the stream, making it more 

problematic to determine which broadcaster’s content is being leaked.  So, a crucial next stage is to 

embed an invisible watermark (a unique, invisible serial number) in each video stream.  The 

watermark is designed to remain with the content, regardless of how it might be transcoded, 

resized, downscaled or otherwise altered for distribution. Content that is improperly re-distributed 

can be traced back to its source and action taken to interrupt or switch off the pirate stream at 

source even while the event is still going.

Session-basedSession-based watermarking includes applying the watermarks to the content in real-time as the 

content is streamed from a server towards a client. Some techniques dynamically modify packets 

of streaming media data files with unique IDs. Distributor watermarking can help determine which 

licensee a stream originates from and helps enforce the contractual rights.

As further back-up, monitoring and analytics technologies are required. Once illegality is verified 

operators have some choices. Sending cease and desist notices works in some cases, legal action 

in others, although often when pirates do take content down it will respawn quickly on another URL.

This cycle needs to be This cycle needs to be repeated and updated constantly. 

Identification of illegal streams 5
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2-3 minutesSpecific DRMsFew WeeksServer level
Server-side  

(Stream encryption}

Client-Side 
(Browser level) Any DRM

Instant 
detection

DRM compatibilityConfiguration Detection time 
(scan and trace)

Speed 
of deployment

Architecture

Couple of DaysPlayer level

Speed 
of deployment

Server-side  
(Stream encryption}

Invisible

Visible

Visibility

Tattoo

TattooSF

As explained above, this new form of piracy has the potential to hurt broadcasters most due to the 

ease of executing it. 

Forensic watermarking is an essential part of the defence shield to stop it.  It’s a method of tracking 

the contractual abuse of a piece of content by adding a unique and imperceptible identifying code 

into a media asset - a tag, or tattoo if you will.

IfIf someone is unwittingly using a live stream, forensic watermarking can also identify the source of 

the illegal stream and transform it into a educational resource on live streaming policy; everything 

from rules and regulations to legitimate streaming alternatives.

Cleeng Tattoo is a version designed for live broadcasts. It creates a visible watermark to discourage 

fraud or screen grabbing, works at the player level so that scalability isn't an issue, and doesn’t 

require stream rerouting from the content delivery network (CDN) so that implementation is fast.

CleengCleeng Tattoo SF is for safeguarding sensitive content that requires maximum level of security. The 

invisible forensic watermarking is injected on the server-side and contains rich viewer information, 

which empowers rights holders to identify and take immediate action against fraudulent behaviour. 

The watermark remains detectable even after manipulation of the stream to deepen protection. 

Importantly, it is compatible with every device and OS used to broadcast globally.

COMPARE TATTOO & TATTOO SF

Since the introduction of forensic watermarking, tracking down the source of illegal 

streams has become a lot easier, giving authorities more in their armoury to fight back 

against web pirates.

Preventing screen-grabbing via social media6
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Account sharing is a niggling issue for OTT services. We explained the financial consequences for 

broadcasters above. But, how to tackle it?

Working in-conjunction with Tattoo, Cleeng DRISC empowers broadcasters to use the gathered 

information to shut down the stream immediately or to block a fraud account temporarily on 

multiple devices.

It does this by monitoring all users and connected devices; validating access continuously, in 

real-time; and shutting down access instantly when fraudulent behaviour is detected.

The major Cleeng bThe major Cleeng broadcasters has been successfully cracking down on illegal streaming on social 

media, meaning no major revenues were lost.

Preventing account sharing7

Educating viewers about their responsibility has proved to be a successful complementary strategy. 

This is discussed in more detail below.

Education

Learn more about Cleeng DRISC.

8

ACCESS 
SHUT DOWN

INTRODUCTING DRISC
Dynamic Real-Time Identification & Session Control
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EDUCATION: MAKING THE CASE FOR LEGAL VIEWING 

Visits to pirate sites is a mass consumer activity. By some estimates a third of consumers watch 

pirated content on a regular basis.

Besides the fear of poor video quality, the avoidance of watching pirated content boils down to an 

issue of morality. Watching pirated content is simply not considered by many to be a serious criminal 

activity. According to Info Security, while 69% of U.S consumers said that streaming or downloading 

pirated video content is illegal, 32% of them confirmed they tune in anyway.

Educating consumers about the damage that piracy causes has a role to play in deterring usage.

The IBCAP caseThe IBCAP case

IBCAP in the U.S is an excellent example of this. It created a humorous but effective campaign 

[http://www.isyourboxnext.com/] warning consumers that if they buy illegal boxes and services, that 

they are at risk of wasting their investment, because legitimate content providers will work with 

content protection companies to take these services down.

SecuriSecurity services provider Nagra, which was behind the campaign, says it deliberately chose critical 

moments (like the middle of a sports match) to disrupt these services so that consumers realize that 

they risk missing out on the content they love the most. This has a strong educational impact and 

dissuades them from experiencing such disappointments again in the future.

TheThere are positive responses to educational campaigns elsewhere. Of respondents to Irdeto’s survey 

of who view pirated content in MENA, 47% said they would stop or watch less pirated content if they 

understood the negative impact of piracy on the media industry. The survey found that nearly a third 

of consumers in MENA didn’t know whether it is illegal to share or produce pirated video content.

The Anthony Mundine and Danny Green case

WhenWhen two Australian sports fans illegally pirated Foxtel’s boxing match between Anthony Mundine 

and Danny Green, rather than taking court action on the ‘caught culprits’, the broadcaster took the 

opportunity to educate them on the impact of their errors. By explaining to the men how their actions 

served to harm the production of local content, they both issued a public statement via social media.

There is a clear knowledge gap in terms of the legality of piracy. The media industry must not only 

educate themselves about their pirate competitors, but also educate consumers about the damage 

that piracy causes the content creation industry and about the risks to their own data.

InIn reality, around 30% of visits to pirate sites expose the user to malware, ransomware, identity theft, 

and other such digital dangers.
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The Cleeng security solutions foster responsible viewer behaviour. Our master goal is to 

educate viewers about piracy and the value of paid premium video.

Contact us to learn more about this. 

https://cleeng.com/contact


OTT giants up their efforts 
      is intensifying their anti-piracy activities. Their recent move to tackle unauthorized 

viewing and sharing of its content is the hire of a new Copyright and Content Protection 

Coordinator to go after pirates.

The company aims to appoint a dedicated team to scan for illegally shared content across the familiar 

websites: YouTube, Facebook, Google, Bing, VK and Daily Motion. 

In the past year, Netflix has sent more than 1 million takedown requests to Google.

         , the leading streaming media devices provider in the US, is also putting the strategic focus 

on cracking down illegal video content. Earlier this year, Roku began slapping a warning on all 

uncertified channels to let consumers know what they’re getting into and that Roku can shut down any 

channels it deems necessary.

Roku’s warning on noncertified downloads reads: 

““Roku requires all channels to abide by Roku’s terms and conditions, and to distribute only legal content. Roku 

does not test or review noncertified channels. By continuing, you acknowledge you are accessing a noncertified 

channel that may include content that is offensive or inappropriate for some audiences. Moreover, if Roku 

determines that this channel violates copyright, contains illegal content, or otherwise violates Roku’s terms 

and conditions, then Roku may remove this channel with prior notice.”

It is expected that more leading companies in the OTT space plan such actions. 
18

This video contains visible and invisible watermarks. Enjoy the show (clients email)!

The Cleeng security solutions foster responsible viewer behaviour. Our master goal is to 

educate viewers about piracy and the value of paid premium video.

Whatever you think of this course of action, the fact remains: video piracy is rampant, and we have to 

do all we can to combat it. Planning, collaboration, and innovation are critical, but mass education is 

also a viable solution.



How to tackle account sharing
Major SVOD providers differ in how they manage account sharing. Hulu, for example, allows only a 
single stream per account and states that it is for individual use only. HBO Go is also clear that it limits 
streaming of its service to one household. In comparison, Netflix and ESPN’s rules are worded so 
vaguely it’s hard to imagine either company objecting to account sharing when multiple devices are 
connected to watch the same or different content within the same household.

Service Concurrent
streams 
allowed

Price Our take

HBO Go

Amazon 
Prime

$99 per year (including 
free two-day shipping)

Although Amazon doesn’t explicitly limit video streaming to 
those in the Prime member’s household, other clauses are 
confusing

HBO is clear-cut in its stated account sharing rules, limiting 
streaming to a single household

Included with 
broadcast HBO
subscription

By allowing only a single stream per account and stating 
that it’s for individual use only. Hulu plus strongly 
discourages account sharing

ESPN does little to restrict account sharing - it uses the 
vague guidelines of other online products owned by 
Disney and does not specify a limit on concurent 
streaming.

2

3

Hulu Plus $8 per month1

Netflix’s rules are worded so permissively that it’s hard to 
imagine the company objecting to account sharing

Netflix $8 to $12 
per month

1,2 or 4
depending 
on you plan

No stated policy
(we created six
concurent 
streams and never
hit a limit

WatchESPN

Included in price of 
most cable/satellite 
subscriptions

What concerns broadcasters and SVOD providers the most, and which every subject on the supply side 

wants to prevent, is account sharing with other households.

To understand what Cleeng’s solution to this problem is, it’s worth understanding the risks of a default 
PPV system:

1.  One person buys the service;

2. They share this service with all their friends (they no longer need to purchase the service themselves);

3. The floodgates are open and the number of subscribers dwindle drastically.

WhileWhile it’s important to ensure there’s some form of IP recognition in place, you don’t want to penalise your 

customers from watching an event from anywhere else other than their registered device – as this is not 

only inflexible, it’s also unfair. So, what do you do?

Cleeng offers a complete stack of tools that prevent account sharing: 

- Control over user registration and authentication; 

- Device fingerprinting, by combining IP and browser identification; 

- Geo-targeting, by limiting usage on specific regions and stopping VPN usage.
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Conclusion

As more types of devices – tablets, smartphones, consoles or internet-connected TV sets – are 

used to consume content as well as interact with core management systems, the security domain 

for providers has become much more complex.

TTo effectively combat online piracy, operators, telcos, broadcasters and publishers must combine 

state-of-the-art forensic watermarking technologies that identify the source of pirated content and 

allow for its immediate shutdown, with proactive enforcement aimed at identifying and prosecuting 

the parties involved in large commercial streaming piracy networks. This zero tolerance approach 

should be supplemented with campaigns to educate consumers about the damage piracy does to 

content creation and the risks it poses to their own data security. 

ItIt is unlikely that piracy will ever stop so it needs to be made harder to achieve. It is not easy or cheap 

to pirate video content, so another way to reduce its spread would be to make content cheaper for 

subscribers to access legally than for pirates to steal. Making video content easy and affordable to 

obtain legally can reduce the negative aspects associated with piracy.

Since people are willing to pay for exclusive content and a high-quality user experience that makes it 

easy to find the content they love, pay-TV providers need to work even harder to deliver a 

cutting-edge, innovative content catalogue and feature set.

InIn tackling piracy with this watertight approach, the media industry can ensure that it provides a 

perfect environment to support the creativity of the content industry, while enabling consumers to 

access content in a legal and user-friendly way.

To wrap it up, a complete anti-piracy solution would:   

- Educate viewers about video piracy; 

- Work seamlessly with the all the leading video providers;

- Have multiple security layers that prevent any type of attack or fraud. 
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